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• Paul Rascagneres
Malware Analyst Lead @ Volexity

• Killian Raimbaud 
Malware Analyst @ Volexity

• Based in France 

• We hate Golang malware…
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> cmd.exe /c whoami
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Agenda

• Golang Malware

• Garble Obfuscation

• Control-flow Graphs Similarity

• GoResolver

• Conclusion
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Golang Malware

• More and more Golang samples encountered during incident 
response

• Cross-platform

• Used by various threat actors

• Examples of public tools

⏤  Sliver: https://github.com/BishopFox/sliver

⏤  iox: https://github.com/eddieivan01/iox

⏤  Rsockstun: https://github.com/llkat/rsockstu 

• Examples of Ransomware:

⏤  RansomHub

⏤  Hellcat
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https://github.com/BishopFox/sliver
https://github.com/eddieivan01/iox
https://github.com/llkat/rsockstu
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Native Golang Issues for Reversers

• Binary size

• Embedded runtimes

• Embedded dependencies

• Strings separator

• Objects
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New Layer of Issues: Garble

• https://github.com/burrowers/garble 
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https://github.com/burrowers/garble
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Before – After Garble
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Garble Limitations

• Randomized names stay consistent across all functions
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Existing Tools

• GoReSym from Mandiant: 

https://github.com/mandiant/GoReSym
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https://github.com/mandiant/GoReSym
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GoResolver: Toolchain Overview
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GoResolver: Golang Symbol Extraction
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GoResolver: Golang Symbol Extraction
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GoGrapher: Control-flow Graph Similarity
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Symbol Sources Aggregation
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Plugins: GoResolver Workflow Integration
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Results

Mode #Symbols Ratio #Resolved Ratio

Extract (Only) 5730 100 % 0 0 %

Similarity (Only) – 90% 314 5,47 % 314 5,47 %

Combined 5731 100,01 % 577 10,06 %
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Go version autodetect [ go1.23.7 ]:

Mode #Symbols Ratio #Resolved Ratio

Extract (Only) 5730 100 % 0 0 %

Similarity (Only) – 90% 482 8,41% 482 8,41%

Combined 5731 100,01 % 626 10,92%

Go version user-defined [ go1.23.4 ]:
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Results
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Before After
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Results
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Extract (only) Extract + Similarity
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Conclusion

• Go language (Golang) is increasing in popularity with both 

legitimate developers and malicious actors.

• Volexity frequently encounters malware written in Golang, 
often obfuscated to hinder analysis.

• Obfuscated Golang malware samples are significantly 

harder to statically analyze for reverse engineers.

• GoResolver’s control-flow graph similarity techniques offer 

a significant advantage in recovering garbled symbol 
information.
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• The GoResolver toolchain is being 
actively developed by Volexity

• New upcoming features further 
expand Go binary analysis !

• Fully Open-Source and available at 
https://github.com/volexity/GoResolver 
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Conclusion

https://github.com/volexity/GoResolver
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Special Thanks
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https://github.com/mandiant/GoReSym www.ijcse.com/docs/INDJCSE20-11-03-237.pdf
hilim@kyungnam.ac.kr
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CONTACT US:

Killian Raimbaud  - kraimbaud@volexity.com

Paul Rascagneres - prascagneres@volexity.com
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Thanks!
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