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TSURUGI LINUX

OPEN SOURCE PROJECT
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TSURUGI LINUX project



TSURUGI LINUX [LAB]

64 bits Linux distribution
Based on UBUNTU LTS version
Pafched kernel 5.4.2

DFIR

OSINT / Malware Analysis /
Computer vision

For educational and/or
professional use
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Custom Boot options

TSURUGI

LINUX

TSURUGI Linux Live (GUI mode)




Our idea based on investigation 6 phases
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KERNEL WRITE BLOCKER

All connected devices by default are 1in

READ ONLY mode
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KERNEL WRITE BLOCKER

WHY A DEVICE WRITE BLOCKER
AT KERNEL LEVEL?
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WE CARE ABOUT DETATLS..

d TSURUGI LINUX [LAB] A

. « Device automount/autoexec
disabled
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« System hibernation disabled

« After each session starts the
. defaults custom values are set

 Automatic set HI-DPI

* Mouse keys switch
« Booft cleaner script

« RAM saturation workaround
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S COMPUTER VISION
object detection
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COMPUTER VISION
calculating sizes
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COMPUTER VISION: gesture detection
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BENTO TOOLKIT

TSURUGI

the sharpest w aur GFIR. arsenal
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BENTO

Live forensics analysis toolkit

About 300 tools
(Windows, Linux, macQOS)
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BENTO UPDATE MANAGER
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BENTO PACKAGE
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TSURUGI ACQUIRE

32 bits Linux distribution

Live minimal version

Only for “disk acquisition”
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TSURUGI ACQUIRE
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NEXT STEPS & OUR ROADMAP

e System upgrade to new 20 LTS wversion [Q3 2020]

* New Amazing feature! (Use Tsurugi Linux and try
to find the hint..) [Q3 2020]

* New Tsurugli Acquire based on Debian
* Create free basic DFIR trainings [Q4 2020]

e Don’t forget to sleep. © [Q4 2021]
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OUR GOALS?

SHARE KNOWLEDGE
&
GIVE BACK TO THE COMMUNITY
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COMPUTER VISION
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e Facial Recognition
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problem has been detected and windows has been shut down Lo prevent damage
O your Computer.

If this is thgmEirst time you've seergthis Mtop error screen, ?
e

“Questions

heck to he you have adequate disk space. If a driver s
identified in the sStop message, disabhle the driver or check
ith the manufacturer for driver updates. Try changing wideo
adapters.

heck with wour hardware wvendor for any BIOS updatesz. Dizahle
BEIOS memory options such as caching or shadowing. IT wou need

o use safe Mode to remove or dj : ~nents, restart wour
Computer, press F8 to select “otions, and then
select safe mMode.
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