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https://www.cert.ssi.gouv.fr/ioc/CERTFR-2021-IOC-003
https://blog.sekoia.io/walking-on-apt31-infrastructure-footprints
https://www.cert.ssi.gouv.fr/cti/CERTFR-2021-CTI-012
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/dev/mtd1 /dev/mtd2
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/dev/mtd3 squashfs
/dev/mtd4 jffs2
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• dirent

• inode



dirent
struct Jffs2_raw_dirent {

int16_t magic;     // A constant magic number.
int16_t nodetype;  // == JFFS2_NODETYPE_DIRENT
int32_t totlen;    // Total length of this node (inc data, etc.)
int32_t hdr_crc;   // CRC for the header.
int32_t pino;      // Parent inode number.
int32_t version;   // Version number.
int32_t ino;       // == zero for unlink
int32_t mctime;    // Last modification time.
uint8_t nsize;     // Name length.
uint8_t type;      // Directory, file, symlink...
uint8_t unused[2];
int32_t node_crc;  // CRC for the raw inode (excluding data).
int32_t name_crc;  // CRC for the name.
// uint8_t data[0]; -> directory name

};





 inode




inode
struct Jffs2_raw_inode {

int16_t magic;      // A constant magic number.
int16_t nodetype;   // == JFFS2_NODETYPE_INODE
int32_t totlen;     // Total length of this node (inc data, etc.)
int32_t hdr_crc;    // CRC for the header.
int32_t ino;        // Inode number.
int32_t version;    // Version number.
mode_t mode;       // The file's type or mode.
int16_t uid;        // The file's owner.
int16_t gid;        // The file's group.
int32_t isize;      // Total resultant size of this inode (used for truncations)
int32_t atime;      // Last access time.
int32_t mtime;      // Last modification time.
int32_t ctime;      // Change time.
int32_t offset;     // Where to begin to write.
int32_t csize;      // (Compressed) data size
int32_t dsize;      // Size of the node's data. (after decompression)
uint8_t compr;      // Compression algorithm used
uint8_t usercompr;  // Compression algorithm requested by the user
int16_t flags;      // See JFFS2_INO_FLAG_*
int32_t data_crc;   // CRC for the (compressed) data.
int32_t node_crc;   // CRC for the raw inode (excluding data)
// uint8_t data[0]; -> Content of the file

};
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https://github.com/sviehb/jefferson


0x000D5F2C: Jffs2_raw_inode(magic=6533, nodetype=57346, totlen=68, hdr_crc=2767135294, ino=779, version=1, mode=-rwxr-xr-x, 
uid=0, gid=0, isize=0, atime=2020-12-07T07:25:41, mtime=2020-12-07T07:25:41, ctime=2020-12-07T07:25:41, offset=0, csize=0, 
dsize=0, compr=0, usercompr=0, flags=0, data_crc=0, node_crc=1799700526)

0x000D5F70: Jffs2_raw_dirent(magic=6533, nodetype=57345, totlen=44, hdr_crc=2686890372, pino=776, version=4, ino=779, 
mctime=2020-12-07T07:25:41, nsize=4, type=8, unused=[70, 124], node_crc=1197145241, name_crc=242979390, name=b'ifcd', 
node_offset=876400)

0x000D5F9C: Jffs2_raw_inode(magic=6533, nodetype=57346, totlen=2063, hdr_crc=2369269806, ino=779, version=2, mode=-rwxr-xr-
x, uid=0, gid=0, isize=4096, atime=2020-12-07T07:25:41, mtime=2020-12-07T07:25:41, ctime=2020-12-07T07:25:41, offset=0, 
csize=1995, dsize=4096, compr=8, usercompr=0, flags=0, data_crc=589970008, node_crc=311633863)

0x000D67AC: Jffs2_raw_inode(magic=6533, nodetype=57346, totlen=2100, hdr_crc=1010030858, ino=779, version=3, mode=-rwxr-xr-
x, uid=0, gid=0, isize=8192, atime=2020-12-07T07:25:41, mtime=2020-12-07T07:25:41, ctime=2020-12-07T07:25:41, offset=4096, 
csize=2032, dsize=4096, compr=8, usercompr=0, flags=0, data_crc=579162995, node_crc=1317137385)

0x000D6FE0: Jffs2_raw_inode(magic=6533, nodetype=57346, totlen=1953, hdr_crc=1003397646, ino=779, version=4, mode=-rwxr-xr-
x, uid=0, gid=0, isize=12288, atime=2020-12-07T07:25:41, mtime=2020-12-07T07:25:41, ctime=2020-12-07T07:25:41, offset=8192, 
csize=1885, dsize=4096, compr=8, usercompr=0, flags=0, data_crc=1205324793, node_crc=4287405151)



ifcd.0000

ifcd.0001
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